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What Will We Learn Today?

How hate speech is defined by platforms and around the world
Why hate speechmatters: connection to violence and genocide
How quickly hate speech canmorph as groups adapt their language
Case studies: Myanmar, Meta Oversight Board decisions
Possibilities and limits of AI for hate speech prevention
Platform policies, interventions, and global enforcement challenges
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Platform Definitions of Hate Speech

Meta: “[D]irect attack against people on the basis of what we call protected
characteristics: race, ethnicity, national origin, disability, religious affiliation, caste,
sexual orientation, sex, gender identity and serious disease. We define attacks as
violent or dehumanizing speech, harmful stereotypes, statements of inferiority,
expressions of contempt, disgust or dismissal, cursing and calls for exclusion or
segregation.”

TikTok: “Hate speech and hateful behaviour attack, threaten, dehumanise or degrade
an individual or group based on their characteristics.”

UN: “[A]ny kind of communication in speech, writing or behaviour, that attacks or
uses pejorative or discriminatory language with reference to a person or a group on
the basis of who they are.”
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Key Elements of Hate Speech Definitions

Attack— violent, dehumanizing, harmful stereotypes, contempt
Protected characteristics— race, ethnicity, religion, gender, etc.
Intent vs. Impact—does intent matter? What about “jokes”? The basic
challenges in dealing with hate speech:

1) Hate speech can vary in impact from feelings being hurt to fomenting genocide
2) The global legal situation varies from the same speech being harshly prohibited

to strongly legally protected
3) The relationship between the speaker and target is often important context
4) Different people can have very different reactions
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Key Elements of Hate Speech Definitions

Attack— violent, dehumanizing, harmful stereotypes, contempt
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Do we just ban bad words?
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What is a bad word?

Let’s see if you did the reading…

What is the most common three word phrase on Facebook ending in “…bitch”?
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Happy Birthday
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Definitions Under International Law

Figure 1: Source: article19.org
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United States

No legal definition of hate speech
Most hateful language is protected under the First Amendment, which
guarantees the right for private citizens to be free from government interference
in speech
Under the First Amendment, hate speech is not protected when it directly incites
imminent criminal activity or consists of specific threats of violence targeted
against a person or group

Most social media companies are American and were founded to privilege freedom of
speech and related principles
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Nigeria

National Commission for the Prohibition of Hate Speech bill

Broad, vague, and subject to politicized enforcement
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South Africa
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South Africa (continued)
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Germany

Volksverhetzung = “incitement to hatred”
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EU: Digital Services Act

Requires big platforms to respond to government requests to remove illegal
content (including hate speech, if illegal)
Requires big platforms to allow users to easily flag content as hate speech
Transparency reporting requirements
First fine under DSA: X fined EUR 120M (December 2025)
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Hate Speech Can Precede Atrocities

The Holocaust: The Nazis first banned independent media and pushed out
anti­Semitic hate speech on state­controlled media
The Cambodian Genocide: The Khmer Rouge first pushed narratives labeling
intellectuals and various ethnic and religious minorities “enemies of the people”
The Rwandan Genocide: Decades of dehumanizing hate speech against the
Tutsi preceded the genocide
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The Eight Stages of Genocide

1 Classification
2 Symbolization
3 Dehumanization
4 Organization
5 Polarization
6 Preparation
7 Extermination
8 Denial

From “The Eight Stages of Genocide”, G. Stanton, Genocide Watch

https://www.keene.edu/academics/ah/cchgs/resources/educational-handouts/the-eight-stages-of-genocide/download/
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Case Study: Myanmar
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Hate Speech Can Easily Become Incitement To Violence

“Muslims are like Banyan Trees ­ If a banyan tree grows on the idol statues, the idol
statues get destroyed. If you don’t want to sugar from the Muslim’s destructions, send
them away. I mean send them away from human society.”

https://exhibitions.ushmm.org/burmas­path­to­genocide/chapter­3/hate­speech­
that­targets­rohingyas­humanity

https://exhibitions.ushmm.org/burmas-path-to-genocide/chapter-3/hate-speech-that-targets-rohingyas-humanity
https://exhibitions.ushmm.org/burmas-path-to-genocide/chapter-3/hate-speech-that-targets-rohingyas-humanity


https://youtu.be/wOTYwFr3cwU
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Roots of Facebook’s Failure in Myanmar

1 Unconstrained hyper­growth and I18N
2 Lack of content policy knowledge
3 Government­sponsored genocide, no legal protections andmass media control
4 No employees on the ground due to government feedback loop
5 No AI/ML capability in the local language
6 Extremely limited content moderation teams in relevant languages
7 Content moderators drawn from the ethnic “winners”
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Facebook’s Subsequent Reactions Have Not Improved the Reality

Figure 2: Source: UN OHCHR
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Organized Hate Speech Is Often Multi­platform
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Context and Symbols
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Context Matters
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Active Co­opting of Popular Symbols
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Is It Real or Ironic?
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Policy Responses

1 Set clear policies broad enough to catch speech that sets the stage for violence
2 Allow for complicated contexts, including criticism and counter­speech
3 Stay aware of shifting meanings in the cultures in which you operate
4 Rapid response frommoderators, policy teams and engineers is key
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Product/Technical Responses

1 Reporting flows
2 Proactive monitoring
3 Productive friction
4 User­controls
5 Shadow­blocking
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What Are Platforms Doing to Prevent Hate Speech?

Platforms take a variety of actions to mitigate the spread or creation of hate speech:

Blocking content outright
Putting warnings or disclaimers on content
Blocking users
Putting users in “time out”
Warning users before they post likely violating content
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Limits of AI

AI has limited understanding — training data must be appropriately labeled with
context

Platforms can only see the hate they understand yet miss other types
Algorithmic error cases can be biased towards certain races, ethnicities
Those building training data need to be experts in specific hate groups
Is labeling up to date as language evolves?
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Facebook’s Hate Speech Policy on Slurs

“We also prohibit the usage of slurs that are used to attack people on the basis of their
protected characteristics. However, we recognize that people sometimes share
content that includes slurs or someone else’s hate speech to condemn it or raise
awareness. In other cases, speech, including slurs, that might otherwise violate our
standards can be used self­referentially or in an empowering way. Our policies are
designed to allow room for these types of speech, but we require people to clearly
indicate their intent. If the intention is unclear, wemay remove content.”
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Final Thought: Is There Academic Merit to Preserving This Info?

How can researchers stop the spread of something they can’t see?

What can/should the limitations be on research materials?

What is the role of companies in this dynamic?
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Word of the Day

gerbil
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Exercise

Take a minute to read the entire worksheet, then form a small group and answer the
questions.

You have 15 minutes to do the whole worksheet. Do not get bogged down with step 1.
Make some decisions thenmove on.
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Harassment
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Harassment Is Complicated and Adjacent to Many Other Abuses



Hate Speech,
Incitement, and
Harassment

Alex Stamos

What Will We
Learn Today?

Definitions

Legal
Framework

Case Study:
Myanmar

Context and
Symbols

Responses and
Mitigations

Exercise

Harassment

Examples of
Harassment

Responses and
Mitigations

The State of Online Harassment (Pew Center 2021)

Surveyed 10,093 American adults in September, 2020
Roughly four­in­ten have experienced online harassment, half due to political
reasons and half experiencing more severe behaviors
Specifically, harassment includes:

More severe forms: physical threats (14%); stalking (11%); sustained harassment
(11%); sexual harassment (11%)
Less severe forms: offensive name­calling (31%); purposeful embarrassment
(26%)
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Trolling Tactics

Public

Swatting
Doxxing
Astroturfing
Extortion
Impersonation
Public Non­Consensual Intimate Imagery (NCII)
Sealioning

Communal

Dogpiling
Group­to­individual harmful or threatening speech
Outreach to outside communities (school, church, employer, family)
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Trolling Continued

Private

Non­Consensual Intimate Imagery (NCII)
Individual­to­individual harmful or threatening speech
Email/text/platform basedmessaging
Cyberstalking
Catphishing
Sextortion
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Tactics Deep­Dive: Sealioning

Users appear facially to be engaging in dialogue.
However, the speaker intends to turn the tables on the target, inundating them
with questions.
When the target withdraws, the speaker claims that they were the one who was
attempting to be open and civil.
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Tactics Deep­Dive: Dogpiling

Reliant on cybermobs.
Often targeted based on personal characteristics (e.g. race, ethnicity, religion,
gender, sexual orientation, sexual identity) or by expressing unpopular opinions.
Target is then overwhelmed with negative content by an online mob.
Goal is to make the person so tired of dealing with abuse that they either recant,
withdraw, or are driven from online spaces completely.
Sometimes the dogpiling is so extreme that a person can no longer participate in
online forums.



Hate Speech,
Incitement, and
Harassment

Alex Stamos

What Will We
Learn Today?

Definitions

Legal
Framework

Case Study:
Myanmar

Context and
Symbols

Responses and
Mitigations

Exercise

Harassment

Examples of
Harassment

Responses and
Mitigations

Tactics Deep­Dive: Swatting

Hoax call placed to law enforcement claiming a life­threatening event that the
caller claims is taking place in a target’s home or business.

Hostage situation
Murder/suicide
Home intrusion

Police and emergency response teams show up to a target’s home primed for
violence
Swattings are common within gamer communities and often target celebrities
and public figures.
Uninvolvedman shot & killed as a result of his address being used in a gaming
dispute & swatting in December 2017.
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Examples of Harassment
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Foundational Harassment Case: Gamergate

Triggered by real­life boyfriend but picked up by strangers
Coordinated dogpiling throughmany attack channels against a small number of
female game designers
Included doxxing, account hacking, revenge porn, and creation of vast amount of
disinformation to confuse neutral observers
Possibly amplified by foreign disinformation actors
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Impersonation

Impersonation of a potential romantic partner is known as “catfishing” – but
assuming another’s identity online can result in havoc in their professional and
personal lives.
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Impersonation
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Targeting Journalists to Silence Voices
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Targeting Journalists to Silence Voices
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Targeting Journalists to Silence Voices
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Taylor Dumpson
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A Combination of Numerous Tactics: Amanda Todd

15 year­old Amanda took her own life in 2012 after years of targeted harassment.
Case combined cyberstalking, sextortion, doxxing, child sexual abuse, and
in­person harassment.
Abuser was extradicted from Netherlands, finally convicted in 2022.
Lead to new NCII and cyberstalking laws in Canada, major changes at tech
companies.
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Targeting the Moderators
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Policy Responses

1 Set clear policies that escalate along with escalating abuse
2 Recognize that lots of sub­violating content is abusive in volume
3 Protection of public figures ­ especially young ones
4 Partnerships and Education
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Set Clear Policies for Awful but Lawful Content
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Dogpiling or Accountability?

Justine Sacco—Tweets racist joke to 170 followers, gets on plane, fired by landing
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Dogpiling or Accountability?

Emmanuel Cafferty—SDG&E lineman, stranger posts photo to Twitter of his fingers
in an “OK” sign, is doxxed and fired
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Dogpiling or Accountability?

Amy Cooper—Calls cops on innocent black birdwatcher. Fired, doxxed, lost dog,
charged by NY DA, plead out
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Dogpiling or Accountability?

Sarah Jeong— Tech journalist, gets job at NYT. Old tweets unearthed, massive abuse
thrown her way
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Potential Partners

1 Targets
2 Victim advocates
3 Organizations vulnerable to manipulation
4 Law enforcement
5 Lawmakers
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Targets

Harassment is pervasive!
Targets report being “not listened to” when they go to platforms.
Many technical solutions place the onus on targets themselves to proactively
report harassment and bullying.
Whack­a­mole for victims, especially with cross­platform harassment.
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Victim Advocates
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Law Enforcement & Bullying Laws Across America

LE often first POC
Non­sophisticated departments will often tell targets to “turn off their screens”
or will not have the sophistication/resources to investigate cyberharassment.



Despite the gravity of their predicaments, cyberharassment victims are often told that
nothing can or should be done about online abuse. . . . If victims seek legal help, they
are accused of endangering the internet as a forum of public discourse. . . . These
views are wrongheaded and counterproductive.

– Danielle Keats Citron, Hate Crimes in Cyberspace
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Product/Technical Responses

1 Reporting flows
2 Proactive monitoring andmeasurement
3 Productive friction
4 User­controls
5 Shadow­blocking
6 Third­party tools



Hate Speech,
Incitement, and
Harassment

Alex Stamos

What Will We
Learn Today?

Definitions

Legal
Framework

Case Study:
Myanmar

Context and
Symbols

Responses and
Mitigations

Exercise

Harassment

Examples of
Harassment

Responses and
Mitigations

Public Reporting

Automated flagging and reporting of messages that meet a harmfulness
threshold

Messages may be immediately removed or flagged for moderator review
User reports of messages
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Private Reporting

In order to report harmful content, users must at least:
Have awareness on the how and why of reporting
Believe that reports are being processed in a meaningful way that promotes their
safety while maintaining privacy

Reporting can be tied to:
Accounts
Conversations
Messages

Specificity => effectiveness of operational teams
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Quiet Blocking
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Platforms: Challenges in Proactive Monitoring

Recognizing sarcasm, joyful playing and culturally specific use of certain
words/phrases can be hard for ML
Important signals:

Overall user karma
Howmany people have blocked?
How often contacting strangers?

Relationship between sender and receiver
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Platforms: Productive Friction

How can you build features into platforms to make it “more work” or “less fun” for
harassers?

Instagram: Restrict feature, where users block abusers and the abusers aren’t
notified
Instagram: Rethink feature, asking users to pause before posting material
meeting AI patterns for bullying
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Third­Party Tools

Disclaimer: I am an early investor in Block Party
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Privacy/Response Controls
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