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What will we learn today?

Today, we will…

Discuss the practical aspects of this class
Review our learning objectives so you can determine if this class is for you
Explore how Trust and Safety differs from other areas of tech risk
Start to understand the Trust and Safety lifecycle and the kinds of roles that exist
in industry
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Instructors
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Course Assistants
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Student Introductions

Get into groups of 3 or 4 and introduce yourselves, and why you are interested in trust
& safety
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Who should take this class?

Students who:

1 Are interested in the ways technology can be abused to cause harm
2 Want to build consumer internet products more safely
3 Who are interested in careers in Trust and Safety, anti­abuse NGOs, law

enforcement or internet policy
4 (Taking CS listing) Who can participate in the group project at a 106B level
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Project Teams + Sections

Project teams

Teams of four CS students, one non­CS (on average)
You will be able to request teams
Please meet new people/include younger students

Sections will start next week

TA facilitated work sessions. Optional, but highly encouraged
Focus of sections will be the project, we will not be discussing practical
components in lecture
Best way to make sure your team is meeting once a week, staying on top of the
milestones
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Grading

Course Grading

Pre­read Quizzes ­ 20%
Lecture Attendance ­ 10%
Project Milestone 1 ­ 20%
Project Milestone 2 ­ 20%
Project ­ Final presentation ­ 30%

Final Project

Milestone 1: Solo ­ Abuse Study and Project Pitch (20%) ­ due April 17
Milestone 2: Content Moderation Tool Initial Implementation (20%) ­ due May 8
Final: Final Tool and Poster (30%) ­ poster session June 5
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Differences with the Project This Year

1 We expect more because of generative AI. You can use AI coding tools to be
more productive, so the bar for final deliverables is higher. We expect nicer
interfaces, more complete solutions.

2 Wewill focus on software engineering practices. You will learn how to work
together with GitHub, CI/CD, tickets, and cloud infra.

3 We are widening the scope of types of trust and safety problems to include
more AI­specific issues.
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Pre­Reading

Pre­reads and short reading quizzes before every class

Pre­reads will be finalized two weeks in advance (althoughmost are avaiable
now)
Quizzes will go up after previous class

Readings can be found at cs152.stanford.edu/syllabus

https://cs152.stanford.edu/syllabus/


An Introduction
to Trust and

Safety

Alex Stamos

Class Logistics

Learning Goals

What is Trust
and Safety
Engineering?

Who are the
Players?

Questions?

Attendance Policy

Students are required to attend lecture in person.
There are no videos available this quarter. The resolution of real­life is amazing.
30% of your grade will come from attending the lectures and the pre­read quizzes
We will grant twomissed lectures and twomissed pre­read quizzes per student,
no questions asked. No other exceptions will be granted without an OAE letter.
Handling a blizzard of special exceptions from 125 students is the worst part of
this job and we appreciate your understanding.
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Word of the Day

Hedgehog
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Enrollment

We have a long waitlist, so I guess we are doing something ok
We want everybody to be able to take the class, there is usually enough churn
that the waitlist will make it in
If we get to the add/drop deadline and there is still a waitlist, we will possibly
expand the class, as long as we can balance the teams
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AI Policy

Students can use AI tools as a research aid
Students can not use AI to write any prose in the class (no use to generate
Milestone 1 or the written parts of the final project).
Google credits will be provided for use as part of the final project
AI code generation is allowed, but must be disclosed on the final poster and final
submission
You really should understand what the code does, the goal is to let AI make you a
faster coder so that you learn more and your project is more impactful
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Getting Help

Go to section!
Ask most questions on the Ed Discussion Board
Chat on the Discord (invite coming next week)
Alexʼs Office Hours ­ Book on Calendly

https://edstem.org/us/courses/96368/discussion
https://calendly.com/alexstamos
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Dealing with difficult content

The subject matter of this course can be difficult intellectually and emotionally. We will read
about and discuss difficult topics, including (but not limited to) sexual exploitation of adults
andminors, harassment, bullying, hate speech, domestic abuse, terrorism, andmore.

If you anticipate acute distress as a result of encountering a particular topic, talk to me ahead
of time to arrange an alternative written assignment in lieu of your in­class participation. If
you become so distressed that you need to leave during class, feel free to do so. If you need to
leave a class, talk to me afterward and we can arrange an alternate assignment. I will not
“warn” students about particular topics, because sensitivity to different topics varies from
person to person, and because topics may arise unexpectedly in class discussion. Please refer
to the course agenda to see the list of course topics.

Additionally, as youmay know, there is a difference between being triggered (in the sense of
post­traumatic stress disorder) and feeling uncomfortable. One of the goals of this class is to
help students develop empathy for victims of online abuse. Feeling uncomfortable (and
sometimes even angry or offended) is part of intellectual growth. Feeling triggered or
psychologically traumatized is not. Please take care of yourselves and each other, and let me
know if I can do anything at all to help.
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Pay Attention to the Topics



An Introduction
to Trust and

Safety

Alex Stamos

Class Logistics

Learning Goals

What is Trust
and Safety
Engineering?

Who are the
Players?

Questions?

Students with Documented

Students whomay need an academic accommodation based on the impact of a
disability must initiate the request with the Office of Accessible Education (OAE).
Professional staff will evaluate the request, review appropriate medical
documentation, recommend reasonable accommodations, and prepare an
Accommodation Letter for faculty dated in the current quarter in which the request is
being made. The letter will indicate how long it is to be in effect. Students should
contact the OAE as soon as possible since timely notice is needed to coordinate
accommodations. The OAE is located at 563 Salvatierra Walk (phone: 650­723­1066,
oae.stanford.edu).

This class has no timed exams, and the project deadlines are firm as they apply to
entire teams, so most OAE accommodation requests relevant to other courses are not
relevant here. This is something we can discuss once we have your OAE letter.
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Unique Aspects of Trust and Safety
1 The study of how people abuse the internet to cause harm.
2 Often using products the way they are designed to work.
3 Crosses between specialties. Requires understanding of society and humanity.
4 Is dynamic and unpredictable.
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The Biggest Challenges in Trust and Safety

1 Scale
2 Non­diverse studies and solutions
3 Measurement and definition challenges
4 Privacy vs Safety
5 Information sharing and division of

responsibility
6 Government vs private action
7 Fairness in ML solutions
8 Freedom of expression



An Introduction
to Trust and

Safety

Alex Stamos

Class Logistics

Learning Goals

What is Trust
and Safety
Engineering?

Who are the
Players?

Questions?

Who are the Players?



An Introduction
to Trust and

Safety

Alex Stamos

Class Logistics

Learning Goals

What is Trust
and Safety
Engineering?

Who are the
Players?

Questions?

Areas of Trust and Safety Work
Policy & Research

Defining abuse types, building measurements andmetrics, performing field studies,
interviewing users and victims, working with gov affairs teams, provides data and
ideas to product

Product & Eng

Red teaming product designs, designing UX that encourage good behavior, building
detection andmoderation mechanisms, building and training ML

Operations

Defining appropriate behavior, building operational pipelines, sorting and handling
billions of events, implementing constant improvement through self­testing and QA

Investigations

Investigates worst cases or most effective bad guys, handles incoming LE requests
and external referrals, applies lessons learned to future operational and product
improvements
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Jobs in Trust & Safety

Figure 1: Discord job screenshot

Identify and assess the capabilities and activities of threat actors involved in
Minor Safety and Exploitative Content behaviors and produce intelligence
reports to help initialize or support law enforcement investigations or activities
and strengthen the companyʼs defenses
Proactively identify currently undetected abuse by leveraging internal data,
open­source intelligence, trusted partner information, and third­party private
intelligence
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Jobs in Trust & Safety

Figure 2: OpenAI job screenshot

Discover, triage, investigate, and report on abusive and fraudulent behaviors on
our platform.
Respond to real­time abuse incidents by stabilizing the situation and
implementing mitigations.
Develop newmethods to expand and automate our detection coverage.
Collaborate with engineering, policy, and research teams to enhance our tools
and understanding of abusive content.
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A Real and Very Political Example: Saudi Arabia

If you worked at Google or Apple, would you allow this app in your app store? What
policy language would you use to justify allowing or prohibiting it?
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