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Problem Description Technical Back-end

Cryptocurrency is popular among scammers because crypto transactions are largely
anonymous, irreversible, unregulated, and easily accessible across international
borders. Not only does it pose relatively little risk to the scammers, but it also
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Looking Forward

community safe!

Evaluation

Currently, we believe our system would have a positive impact on the safety of our community. It
should dramatically reduce the number of cryptocurrency-related scam messages/accounts,
through both automatic (classifier + blacklist) and manual (user reports + human moderation)

This confusion matrix displays the performance of our classifier
methods.

on our custom dataset (described above). We use a 65%/35%

training/test split. _
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The user reporting flow allows users to add a justification for their report, allowing for nuanced discussion

+

+ The priority queue system allows moderators to check out one report at a time, keeping the channel clean , , , , , , ,
: : . Given more time and resources, we would consider improving our system in the following ways:

+ The manual review flow allows moderators to contact law enforcement or escalate to higher-level reviewers

- Our classifiers can be overly sensitive (see below), putting a larger burden on the human moderators e Collecta larger dataset to make our classifier more robust and accurate.

e Automatically follow URLs and analyze target webpage content to detect scam websites.
Currently, we use only our internal blacklist to determine whether a URL is a scam.

Non-scam
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more time and resources, data collection would be our next step.
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